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Benefits of records
management

Managing EPA records as information assets
in support of the Agency’s mission:

ensures statutory / regulatory compliance
preserves corporate memory

promotes information sharing

assists better decision making

enables efficient access / retrieval
safeguards vital / sensitive information
minimizes litigation risks

reduces operating costs
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o Statutes, Regs & Policy

The head of each Federal agency shall make and
preserve records containing adequate and proper
documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of
the agency and designed to furnish the information
necessary to protect the legal and financial rights of
the Government and of persons directly affected by
the agency’s activities. (44 U.S.C. 31; 36 CFR 12B)

This responsibility is delegated. (EPA 2161; EPA 1200)

Chief Information Officer > Agency Records Officer
Assistant and Regional Administrators > Records Liaison Officers
All EPA employees

( E c M S www.epa.gov/records/policy/
§



All EPA employees are
responsible for...

creating records that document
their activities

filing records for safe storage and
efficient retrieval

disposing of records according to
Agency schedules

( E c M S www.epa.gov/records/what/



Records are .. ..

"...all books, papers, maps, photographs, machine

readable materials, or other documentary
materials, regardless of physical form or
characteristics, made or received by an agency of
the U.S. Government under Federal law or in
connection with the transaction of public
business and preserved or appropriate for
preservation by that agency or its legitimate
successor as evidence of the organization, functions,
policies, decisions, procedures, operations, or other
activities of the Government or because of the
informational value of the data in them." (44 U.S.C.
3301, Definition of Records)
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Importance of Senior

® O . =
Official’s Records

® Records of EPA Senior Officials are
especially important because they
document Agency policy and important
decisions.

® Many records of Senior Officials are
considered “permanent” — i.e. subject to
preservation by the National Archives.
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Records of senior
officials include...

Calendars, schedules, and logs of daily
activities

Controlled and major correspondence
Directives and policy guidance documents
Program development files

Reports to Congress or the President
Speeches and testimony

( E c M S www.epa.gov/records/tools/RM_for_Senior_Officials.pdf



oo A records schedule is...

an EPA policy that provides specific,
mandatory instructions for records:

when they must be closed
how long they must be retained
their final disposition

( E c M S www.epa.gov/records/fags/schedules.htm



A recordkeeping
system is...

a set of tools and procedures for

managing records throughout their
lifecycle

Manual: print and file in a paper
system; manage by hand

Automated: capture electronically
in the Enterprise Content
Management System (ECMS)

( E c M S www.epa.gov/records/fags/rks.htm
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Legal Considerations

Do not use any outside e-mail account to conduct
official Agency business

Records you create or receive during your tenure
belong to EPA exclusively

Departing officials and employees may not remove
extra copies of records or other work material
without prior approval

There may be criminal penalties for unauthorized
removal or destruction of records

Documents you create or receive may also need to
be maintained pursuant to the Freedom of
Information Act (FOIA), litigation or other legal
requirements

ECMVIS
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ee  Registerin ECMS

Go to: https://ecms.epa.gov/iss

N EeEew A USTES 36
N7 EPA:
User Name: ;;Hsrstirnem
Password: ; ooooooo
Enter your LAN ID and Password.
Need Help? 1-866-411-4372

Identity Self Service
7 ecvs

1. Enter your LAN ID

Login

7 Ecvms

2. Enter your LAN
password

< 3. Click “Login”
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ee  Registerin ECMS

ECMS Identity Self Service LAN ID: sstirnem  User Name: Stirneman, Scott Primary Group:

ECMS Access Request

Enter vour EPA e-mail address. (lastname.firstname@epa.gov)

1. Enter your

' . Eepa. -
stirmeman.scottidepa.gov < EPA e-mall
F Check here, if vou are currently on detail.

#*

Select vour primary organization, beginning with the Program or Region ("Level 1").
If you are in the immediate office for a level, do not select any lower levels, p) Select your

* Level 1| Office of Environmental Information v organization

Level 2 | office of Information Collection O down to the
level at which

you work

Level 3 | Callection Strategies Division v

Level 4 | pecords and Content Management Branch

3. Confirm your
supervisor

* Supervisor | Constance Downs V| e

Confirm that vour Supervisor is correct before submitting.

sum:ﬂ Reset| Cancell

4. Click “Submit”

If vou encounter anv problems, please contact the EPA Call Center: 1-B66-411-4372

W




oo  Save E-mail Records

2. Select "Save Record(s)”

[ ) )
m‘ @I ﬁ* Haome = E,Pmlnm Surppureddi - Mail  x

-8 2 7 %

ey BEFr-2=2EBRAED

=
Padma Surapureddi Bl || records - ?v] Mew + =] Reply = <2l Replyto all = (2 Forward = [ ~ [ -
DCCCWMAILLS - =
Save Record(s) L 'Inbox"
|l§}=-f| Inbox Seatch Records
ﬁ Dirafts earch for Search Ses
=7 Bent = 1Sender  Suhject
F} Follosy Uiz (=) Mark Hickel Fe: staging errar: "error during session
Et_mll Documents construction”
_“’E‘; Junk Scoft Stirneman staging error: “error during session construction®
@Trash = Message from Crnemwegl [eft to give
R rhat Lictame the Administrator

1. Select the e-mail
you want to save 13



Save E-mail Records

C EC Ms E-Mail Records Help Desk: 1-866-411-4372 Version 2.0.0

Select Group: Records and Content Management Branch ~ 1 Record(s) to be Saved Iz
Duplic... Subject Form Encrpyted
Favorite Folders ?
No Re: Fw: location of new build an the FTP... Memo No
Sort Folders

ECHS - Governance - Metadata (301-093 008E)

ECHS - Communications - Qutreach materialz (301-093 0080)
ECHS - Governance - Technical (301-093 0060)

ECHS - Meetings - Business (301-093 0056)

ECMS - Projectz - Email Records (301-093 006k}

ECMS - Strategy (301-093 006b)

\ Select the correct folder
to save your record in

[Find Folder(s) ] [Remove Folder(s) ]

Selected Folder Path ?
(== File Plan
=15 301-093 Program Monitoring | ’ Remove Record(s) l
=13 006 Program r.1anag§rrnent Files Add more Identify Non-EPA E-mail Addresses 2
=3 b Other than senior officials (301-093 006b)
[_] ECMS - Strategy (301-083 006b) Email Address Hame Organization
metadata,
as needed
Assign Attributes 2 CI iCk
A\ Y n

Keywords: lUse commas to separate keywords Save

Sensitivity: Mone i

Extended: None s

Save Cancel



Customize Favorites

C Ec M s E-Mail Records Help Desk: 1-886-411-4372 Version 2.0.0

Select Group: Records and Content Management Branch K 1 Record(s) to be Saved

Duplic... Subject Farm Encrpyted
Favorite Folders
No Re: Fw: location of new build on the FTP... Memo No

Sort Folders

ECMS - Governance - Metadata (301-093 006b)

ECMS - Communications - Qutreach materialz (301-093 006k}
ECMS - Governance - Technical (301-093 008b)

ECHMS - Meetings - Business (301-093 0056)

ECMS - Projects - Email Records (301-083 006k}

ECMS - Strategy (301-093 D08b} Click the “"Find
Folder(s)” button
to view your file
plan

[Find Folder(s) ] [Remove Folder(s) ]

Selected Folder Path ?
& |_] File Plan
| [ Remove Record(s) ]
Identify Non-EPA E-mail Addresses
Email Address Name Organization
Assign Attributes ?
Keywords: Use commas to separate keywords
Sensitivity: Mone e
Extended: Mone ~

| | [ Cancel




oo (Customize Favorites

File Plan Browse + || — || %

=+ File Plan A
=+ oei_oic_cstd_rcmb
+l|_] 205 Federal Financial Azziztance
# |7 301-091 Corrective Action
=) [ 301-093 Program Monitoring Select the folder
=[] 006 Program Management Files you need
=+ b Other than zenior officials (301-093 IIIIIIE-t:-y
[_JECMS - CPIC - F¥'08 (301-093 006b)
#l[_JECMS - CPIC - Fv09 (301-093 006b)
#l[_JECMS - CPIC - F¥10 (301-093 00Eb)
# [_]ECMS - Communications (301-093 006b)

4 [ 1ECMS - Communications - Assistance (301-093 006b) b
£ >
| Add to My Favorite Folders | | IUse Folder | | Cancel |
Click the “"Add to Or, click the “"Use Folder”
My Favorite button to use a folder
Folders” button without adding it to your

(l E CM - favorites area
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ee  (Contacts

John Ellis

Agency Records Officer
ellis.john@epa.gov
(202) 566-1643

Kevin Miller

Assistant General Counsel
for Information Law
miller.kevin@epa.gov
(202) 564-2691

RLO NAME
Records Liaison Officer

Constance Downs

Records and Content Management
Branch Chief
downs.constance@epa.gov

(202) 566-1640

Ariadne Goerke

Attorney,

Information Law Practice Group
goerke.ariadne@epa.gov

(202) 564-5471

intranet.epa.gov/records
intranet.epa.gov/ecms

Last name.First name@epa.gov

RLO Phone number
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